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Blockchain

What is blockchain?
• Blockchains are fundamentally software protocols that allow multiple 

parties to operate under shared assumptions and data without trusting 
each other 

• These data can be anything, such as location and destination information of 
items in a supply chain or account balances of a token 

• Updates are packaged into “blocks” and are “chained” together 
cryptographically to allow an audit of the prior history, hence the name 
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Blockchain is a technology

There is no “the” blockchain
… blockchain is a technology. 
• Concept invented by Haber and 

Stornetta (1991) in the context of 
time-stamping digital documents

• Also, blockchain is not bitcoin. 
Bitcoin uses a blockchain technology

Campbell R. Harvey 8



Blockchain is a ledger

A very special ledger…
• Quickly and easily accessed and 

shared by many  -- distributed

Campbell R. Harvey 9



Blockchain is a ledger

A very special ledger…
• Quickly and easily accessed and 

shared by many  -- distributed

Campbell R. Harvey 

Removes single point of failure

10
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shared by many  -- distributed
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Blockchain is a ledger

A very special ledger…
• Quickly and easily accessed and 

shared by many  -- distributed
• Various levels of transparency 

depending on application
• Immutable (you can only add to it 

– you cannot alter history)
• Cryptographically secured
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How do public blockchains work?

Ledger broken up into “blocks” (Bitcoin every 10 minutes)
• Every block contains a hashed reference to the block before it so you can 

trace every transaction all the way back to genesis block
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How do public blockchains work?
Cryptographic security
• Last line (hash) is repeated as the first line in the next block. This is why it is 

called “chain”. Altering any data in say block 1, means the last line will 
change and will not match the first line in block 2.
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Hashing 101

A simple hash
Suppose I send an email to Danielle. However, she needs to verify that 
what I sent her is exactly what he received. 
• Email contains a single word “hello”.
• Encode the word (a=1, b=2, …, z=26), so 8 5 12 12 15.
• Multiply the numbers to get 86,400.
• I post the hash on my website. After Danielle gets my email, she does the same 

hash and checks my website. 
• If the message was corrupted the hash will not match, for example,  “hallo”= 

8x1x12x12x15=17,280 which does not match the original.
• This hash is too simple (e.g. hello=ohell) and causes a “collision”
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Hashing 101

SHA-256 (Secure Hashing Algorithm)
https://emn178.github.io/online-tools/sha256.html

• Hashing is a one-way function. 
• Hashing is not “encryption” because you can’t decrypt.

• For example, passwords are routinely stored on websites in hashed form.

• The output of a SHA-256 is 256 bits no matter how big the input
• Represented in hexadecimal form 0-9,1-f. Hence, 64 characters long. 

Campbell R. Harvey 17
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Hashing 101

SHA-256 (Secure Hashing Algorithm)
https://emn178.github.io/online-tools/sha256.html

Let’s hash the phrase: “Hello, world!” with a special number appended. 
No spaces. Do it four times for three different strings.
Hello, world!0   
Hello, world!1   
Hello, world!2   
Hello, world!4250
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Hashing 101
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Bitcoin blockchain uses SHA-256
Ethereum blockchain uses Keccak-256
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Hashing 101
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Notice that four leading zeros is rare with (1/16)4 probability 22



Hashing 101
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Ethereum blockchain uses Keccak-256 and 
different hashing algorithms have different 
outputs from the SHA-256 for the same 
input

Hash
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Hashing 101

SHA-256 hashes widely used for email and file transfer
• Returning to the email example, I want to send a file to Danielle
• I SHA-256 the file
• I send Danielle the original file
• Danielle does her own SHA-256 hash of the file
• Danielle checks to see if her hash of the file matches the hash that I have on 

my website
• If there is any difference, the file has been corrupted
• This all happens automatically and is called “checksum”

Campbell R. Harvey 24



How do proof of work blockchains work?

But there is more to it. Here is where the miners come in.
• Miners group the current transactions together and take a hash of the 

transactions plus an arbitrary number – called a “nonce”.

Campbell R. Harvey 
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How do proof of work blockchains work?

The work required to find the hash to so many leading zeros is 
so difficult that it makes is highly improbable that any hacker 
or nation-state could change a historical block and rewrite all 
history after that block

Campbell R. Harvey 
https://qz.com/154877/by-reading-this-page-you-are-mining-bitcoins/

26

https://qz.com/154877/by-reading-this-page-you-are-mining-bitcoins/


Part I:

DeFi Infrastructure
2. Decentralized Finance Foundations

(i) Blockchain
(c) Technology advantages and disadvantages

697: Innovation and Cryptoventures



What can blockchain technology do?

Solves many problems
• Verification of ownership (quickly check the immutable history recorded on 

a blockchain to see if someone owns something)
• Efficient exchange of ownership (direct transactions without middle person, 

everybody treated the same whether customer, retailer or banker).
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Blockchain

Why are blockchains special?
• Blockchains have consensus protocols (a set of rules that determine what 

kinds of blocks can become part of the chain and become the “truth”.)
• Once in a blockchain, the data remains there forever. This is the 

immutability property.
• These consensus protocols are designed to be resistant to malicious 

tampering up to a certain security bound.
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Blockchain

Proof of work
• Ethereum currently relies on Proof of Work (PoW) consensus protocol, 

which relies on a computational lottery to determine which block to add. 
The participants agree that the longest chain of blocks is the truth. 

• An attacker needs to amass 51% of the network computational power (this 
is the boundary of PoW security). 

• Given the massive computational power of the Ethereum and Bitcoin 
networks, it is extremely unlikely that a malicious actor (or even an entire 
country) can attack these networks. This is not true for other less popular 
networks
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Blockchain

Mining
• The computational lottery involves cryptographic hashing.
• Miners group transactions together, make sure they are valid, and add a 

small piece of metadata called a nonce. They run a hashing function (SHA-
256 in Bitcoin and Keccak-256 in Ethereum) and try to get a very small value 
of the hash by cycling through different nonces.

• This task is computationally burdensome. However, when a miner wins it is 
very fast to verify that the transactions + nonce = winning hash. When 
verified, a new block is added.
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Blockchain
Mining
• Think of shuffling 13 decks of cards (in a shuffling machine) and then 

drawing the first 13 cards. You are looking for:
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Blockchain
Mining
• Think of shuffling 13 decks of cards (in a shuffling machine) and then 

drawing the first 13 cards. You are looking for:

• This involves a lot of shuffling (hashing)
• Currently, the probability of finding this rare hash is (1/16)19
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Blockchain
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19 leading zeros
January 17, 2022

https://btc.com/btc/block/717696


Blockchain
Mining
• Duke University’s Antminer S17 does 53 trillion 

hashes per second and represents about 
0.002% of the hashing power of the network.

• Winner can be easily verified and currently 
receives 6.25 new bitcoin

• Ethereum currently also uses Proof of Work
• PoW provides extraordinary security

Campbell R. Harvey 
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Blockchain
Mining
• 0.002% of the 

hashing 
power of the 
network
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Fuqua Blockchain Lab
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Blockchain
Mining

S17 does SHA-256

E3 does Keccak-256

Campbell R. Harvey 
Duke-Fuqua Blockchain Lab
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Blockchain

Mining
• Proof of work is both a strength and a weakness of blockchain technology
• Strength because of unprecedented security
• Weakness because the electricity cost of mining is enormous and 

transactions per second are small
• Ethereum will move to a different, less energy inefficient, consensus 

technology
• Bitcoin is likely stuck with proof of work

Campbell R. Harvey 38
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Cryptocurrency

What is cryptocurrency?
• Cryptocurrency is a digital token that is cryptographically secured and 

transferred. 
• Asymmetric key cryptography is a crucial component. Owners of 

cryptocurrency have a private key which is essentially a long random 
number.

• A public key is mathematically derived from the private key. This is a one 
way operation (you cannot – using today’s technology) derive the private 
key from the public key)
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Cryptocurrency

What is cryptocurrency?
• Public addresses are derived from the public key
• If currency is transferred, the sender uses a digital signature algorithm to 

sign the token over to someone else’s address. The signature 
mathematically reveals that the sender has the private key associated with 
the senders public address. 

• The token will now reside with the receiver and it can be transferred again 
using the receivers digital signature based on the receiver’s private key and 
a new party’s address. 
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Cryptocurrency
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Cryptocurrency
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Smart contracts

Enhanced capabilities
• Bitcoin is a payments technology. 
• Ethereum is the primary example of a smart contract platform.
• A smart contract is code that can create and transform arbitrary data or 

tokens on top of the blockchain of which it is a part.
• The concept is powerful because it allows the user to trustlessly encode 

rules for any type of transaction and even create scarce assets with 
specialized functionality.
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Smart contracts

Trustless
• Many standard business contracts can be algorithmically encoded and 

algorithmically enforced
• These contracts run on the Ethereum blockchain and are run on every 

node.
• This is not just useful for finance. For example, supply chains are another 

good example
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Smart contracts

Gas
• It takes bandwidth, computational, and memory resources to successfully 

execute operations on a public blockchain.1

• Gas refers to the unit that measures the amount of computational effort 
required to execute specific operations on the network. Users pay gas fees 
for using gas, which depends on the complexity of the calculation 

• Like a fee for using a cloud computing platform

• Gas fees also help protect attacks on the system that cause an infinite loop 
of code (known as a halting problem)

Campbell R. Harvey 49
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Smart contracts

Turing complete
• The car analogy is useful
• Suppose the car is stuck on auto pilot. The limiting factor is the gas. When 

the gas runs out, the car stops.
• Gas plays a very important role. A malicious attack would be prohibitively 

expensive.
• Ethereum is Turing complete – Bitcoin is not
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Gas
• Every operation on the 

Ethereum blockchain 
requires gas

• A transfer of ETH from one 
address to another takes 
21,000 gas

• An average Uniswap
transaction takes about 
150,000 gas, which includes 
multiple operations

Campbell R. Harvey 51

Fee Schedule from Ethereum Yellow Paper

https://ethereum.github.io/yellowpaper/paper.pdf



Gas Price

Campbell R. Harvey 52

• Gas price is the 
price paid for 
each unit of gas 
used, usually 
denoted in Gwei
(a billionth of an 
ETH).

• 10 Gwei in the 
screenshot

Example: a Uniswap transaction



Gas Limit, Gas Used
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• Gas limit is the 
maximum 
amount of gas a 
user is willing to 
use for a 
transaction.

• 182,803 in the 
screenshot

• Gas used is the 
actual amount of 
gas used

• 127,752 in the 
screenshot Example: a Uniswap transaction



Gas Fees
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• Eventually the user 
paid:

127752 * 10 Gwei
= 0.00127752 ETH 
= $ 3.21
for this Uniswap
transaction on 2021-
06-13.

Example: a Uniswap transaction



Gas Fees

Problems with Gas Prices before EIP-1559
• Ethereum’s first price auction mechanism allowed miners to select 

transactions with the highest gas prices. This results in users overpaying 
in gas fees, sometimes by more than 5x even in the same block. 

• Gas prices can be volatile, from 30 gwei to up to 700 gwei in times of 
high demand. When gas prices are volatile, it is hard for users to estimate 
the gas price bid, which either causes overpaying for overbidding or 
needless delay for underbidding.

Campbell R. Harvey 
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EIP 1559

Overview
• Implemented on Aug. 5th, 2021, 

Ethereum Improvement Proposal 
1559 (EIP 1559) is a reform on the 
transaction fee mechanism on 
Ethereum, which introduces 
several novel elements. 

Campbell R. Harvey 56
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EIP 1559
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EIP 1559
Block Size and Base Fee
• Before EIP 1559, most blocks carried 

a total gas used of 15M.
• After EIP 1559, block size can vary 

from 0M to 30M, but a target of 
15M is set.

• Each block carries a base fee, which 
is the minimum gas price required 
for each transaction.

• If block size is bigger than 15M 
(block overused), base fee increases 
in the next block. Vice versa.
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EIP 1559

User Bidding
• Instead of a single gas price, users can bid two parameters for their 

transaction, a max fee (“cap”) and a max priority fee (“tip”).
• Example: the user bid a 68 Gwei max fee and a 3 Gwei priority fee (I am 

simplifying the example because it is 68.5 max and 3.03 priority).
• Case 1: if base fee is higher than 68 Gwei, than the transaction will not be included.
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EIP 1559

User Bidding
• Example: the user bid a 68 Gwei max fee and a 3 Gwei priority fee.

• Case 2: Suppose the base fee is between 65-68 Gwei, say 66 Gwei. I use the lower 
range of 65 because 65 = max (68) – priority (3).  In this case, the miners may include 
this transaction. If included, 66 Gwei is paid as base fee and burnt, while (68-66 =) 2 
Gwei is paid as tip to the miner. The user pays 68 Gwei (the “cap”).

• Case 3: if base fee is smaller than 65 Gwei, say 55 Gwei, then miners may include this 
transaction. If included, 55 Gwei is paid as base fee and burnt, while 3 Gwei (the 
“tip”) is paid to the miner. The user pays 58 Gwei (which is below the “cap”) which is 
the base + tip.

Campbell R. Harvey 60



EIP 1559
Impact
• Less overpaying – users won’t overpay even if they overbid. 1

• Easier fee estimation – users can put a high fee cap to ensure their 
transactions get through without worrying about overpaying. 1

• Less waiting time on average1

• However, it does not address the high gas fee issue.
• High gas fee is a scalability issue, not a mechanism design issue. 2
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Smart contracts

ERC
• Ethereum Request for Comment or ERC refer to standard interfaces for 

different types of functionality
• Most popular is ERC-20 which defines an interface for tokens whose units 

are identical in utility and functionality. It includes behavior such as 
transferring units and approving operators for using a certain portion of a 
user’s balance. 
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Smart contracts

Important ERCs
• ERC-20 is a fungible token. Traditional examples in fiat are $1 bills all have 

equal value (though different serial numbers) and 10 $1 bills are equal to a 
$10 bill

• ERC-721 are non-fungible. Each token is associated with a particular asset 
(for example, a loan). 

• The benefit of these standards is that application developers can code for 
one interface, and support every possible token that implements that 
interface. 
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Oracles

What are oracles?
• Ethereum blockchain only knows what happens on the Ethereum 

blockchain. What is information is needed from outside the Ethereum 
blockchain? An oracle solves this problem.

• An oracle, in the context of smart contract platforms, is any data source for 
reporting information external to the blockchain. 

• How can we create an oracle that can authoritatively speak about off-chain 
information in a trust-minimized way? This is known as the oracle problem.
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Oracles

Oracle implementations
• An application might host its own oracle. This does not solve the trust 

problem
• One Ethereum-based platform known as Chainlink is designed to solve the 

oracle problem by using an aggregation of data sources. The Chainlink
whitepaper includes a reputation-based system that is decentralized.
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Stablecoins
What are stablecoins?
• Bitcoin and Ethereum are excessively volatile
• Stablecoins are intended to maintain price parity with some target asset, 

e.g., USD. Stablecoins provide the necessary stability that investors seek to 
participate in many DeFi applications 

• Stablecoins need not be linked to some target asset – they might be just a 
less volatile (via dynamic money supply rule) cryptos.

• They also allow a cryptocurrency native solution to exit positions in more 
volatile cryptoassets. 

• They can even be used to provide on-chain exposure to the returns of an 
off-chain asset if the target asset is not native to the underlying blockchain 
(e.g., gold, stocks, ETFs). Campbell R. Harvey 68



Stablecoins

Basic idea of stablecoins is not new
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Mechanic’s Bank note of 1856, Augusta, Georgia. Before the Civil War, 
most paper money in the United States was privately issued.

http://unenumerated.blogspot.com/

Stablecoins
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Boone County Bank note, Lebanon, Indiana 1858. During this era the U.S. had no central 
bank and paper money was issued by a variety of private banks. Some was even issued by 
manufacturing and retail companies. This money was backed by gold, silver, real estate, 
stocks, bonds, and a wide variety of other assets. http://unenumerated.blogspot.com/

Stablecoins
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Eurodollars and Eurotokens

US dollar collateralized coins the modern version of 
“Eurodollars”

• Eurodollars are U.S. dollar bank deposits held outside the US
• Started out in Europe (hence the name) but can be any country
• Not subject to Federal Reserve regulations
• Massive daily market volume
• Is the future - Eurotokens?
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Stablecoins

Fiat collateralized stablecoins
• Fiat collateralized stablecoins are the most popular and are backed by an 

off-chain reserve of target asset. 
• Tether (USDT) is largest but has a complicated history. Further, there is no 

regular audit of the reserves. It has a $78b market cap and daily trading 
volume of $48b.

• USDC is the second largest and back by Coinbase and Circle. It has a $45b 
market cap and daily trading volume of $3b. Binance USD coin has $3b cap.

• These stablecoins are centralized.
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Stablecoins
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Stablecoins

Fiat collateralized stablecoins: Circle
• USDT is backed by risky collateral
• Circle (USDC) also revealed they are backed by risky collateral. They have 

said that they we change to cash and short-duration Treasuries.
• “Cash” likely means a bank deposit
• However, banks are only insured by FDIC up to $100,000. 
• Circle has announced plans to apply for a banking license
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Stablecoins

Fiat collateralized stablecoins: 
Circle
• The idea is to become a “narrow” bank
• A narrow bank does not use a 

fractional reserve – they put 100% of 
their deposits with the Fed

• The Fed even pays interest on excess 
reserves

Campbell R. Harvey 76
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Stablecoins

Fiat collateralized stablecoins: 
Circle
• Implications are vast
• Circle would be issuing USDC backed 

by the Fed!
• Effectively, Circle is creating a CBDC
• However, there is risk

Campbell R. Harvey 77
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Stablecoins

Fiat collateralized stablecoins: 
Circle
• Rejected TNB USA Inc. 
• Narrow bank cannot fail because all 

deposits at Fed (no lending) – no 
need for regulation or stress tests!

• Large businesses have cash reserves 
that they do not want take of risk of 
using commercial banks
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Stablecoins

November 2021
• President’s Working 

Group on Financial 
Markets, FDIC, OCC 
issue report
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Stablecoins

November 2021
• Report argues that stablecoins should be Fed regulated and part of the 

FDIC oversight
• Report also highlights the issue of separation of commerce and banking
• However, report (in my opinion) is flawed. Why does this just apply to 

stablecoins? What about the new class of lower volatile cryptos? Do they 
need to be issued by “banks”?

• It is obvious to me that the Working Group did not think through some of 
these fundamental issues. 
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Stablecoins

Crypto collateralized stablecoins
• MakerDAO DAI is the most popular crypto collateralized stablecoin with a 

$10b market cap and $0.6b daily volume (more details later)
• Fei Protocol’s FEI is another example with 0.5b market cap and $0.1b daily 

volume
• sUSD is another stablecoin that is linked to the Synthetix and is backed by 

the Synthetix network token, SNX (more details later)
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Stablecoins

Non-collateralized stablecoins
• These are not backed by any underlying asset, and use algorithmic 

expansion and contraction of supply to shift the price to the peg. 
• They often employ a seigniorage model where the token holders in the 

platform receive the increase in supply when demand increases. 
• When demand decreases and the price slips below the peg, these platforms 

would issue bonds of some form which entitle the holder to future 
expansionary supply before the token holders receive their share.
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Stablecoins

Decentralized, scalable stablecoin
• It is still an open problem to create a decentralized stablecoin which both 

scales efficiently and is resistant to collapse in contractions. 
• Further, there are regulatory issues which we will discuss later.
• Fei Protocol is an example of a new initiative that is both decentralized and 

scalable.
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dApps

Decentralized Applications
• dApps are similar to traditional software applications except they live on a 

decentralized smart contract platform. 
• The primary benefit of these applications is their permissionlessness and 

censorship-resistance. Anyone can use them, and no single body controls 
them.

• MetaMask is an example of a dApp. 
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dApps

Decentralized Autonomous Organization 
• A decentralized autonomous organization (DAO) has its rules of operation 

encoded in smart contracts that determine who can execute what behavior 
or upgrade. 

• It is common for a DAO to have some kind of governance token, which gives 
an owner some percentage of the vote on future outcomes. 

• More detail later.
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Problems that DeFi solves
Next
• These problems include inefficiency, lack of transparency, centralized 

control, lack of interoperability, and limited access. 
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I. DeFi Infrastructure

Modules
1. The history of decentralized finance
2. DeFi foundations
3. Problems that DeFi solves

i. Inefficiency
ii. Limited access
iii. Opacity
iv. Centralized control and
v. Lack of interoperability

4.       DeFi Myths and Facts
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