
Part II:

DeFi Primitives
2. Supply and Ownership

(i) Custody

562F – Tech Driven Transformation



Custody

Escrow
• A critical DeFi primitive is the ability to escrow or custody funds 

directly in a smart contract. 
• This is different from the situation in ERC-20 when operators are 

approved to transfer a user’s balance. In that case, the user still 
retains custody of his funds and could transfer the balance at any 
time or revoke the contract's approval.
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Custody

Escrow opens up new capabilities
• Additional primitives are possible: 

• Retaining fees and disbursing incentives 
• Facilitation of token swaps 
• Market making of a bonding curve 
• Collateralized Loans 
• Auctions
• Insurance funds
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Custody

Escrow opens up new risks
• Users must exercise caution when sending tokens to contracts 

because the tokens could become permanently custodied if the 
contract has no encoded mechanism for releasing the funds of that 
particular token.
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Supply adjustment

Burn (reduce supply)
• To burn a token means to remove it from circulation. 
• Burning a token can take two forms: 

• Manually send a token to an unowned Ethereum address. 
• More efficient is to create a contract that is incapable of spending them.

• Either approach renders the burned tokens unusable, although the 
decrease in circulating supply would not be “known” by the token 
contract. Burning is analogous to the destruction or irreversible loss 
of currency in the traditional finance world, which is unknown to the 
issuing government.
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Supply adjustment

Burn mistakes
• In practice, ETH or ERC-20 tokens have frequently and accidently 

been burned using both forms. 
• Checksums are one method used to prevent accidental burn. 

• These are cryptographic primitives used to verify data integrity. 
• In the context of Ethereum addresses, EIP-55 proposed a specific checksum 

encoding of addresses to stop incorrect addresses’ receiving token 
transfers. 

• If an address used for a token transfer does not include the correct 
checksum metadata, the contract assumes the address was mistyped and 
the transaction would fail. Campbell R. Harvey 7
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Supply adjustment

Why burn?
• Here are some practical reasons:

• Represent exiting of a pool and redemption of underlying (common in 
equity tokens like cTokens for Compound)

• Increase scarcity to drive the price upward (e.g., AAVE)
• Penalize bad acting
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Supply adjustment

Minting (increase supply)
• Minting increases the number of tokens in circulation. 
• Contrary to burning, there is no mechanism for accidentally or 

manually minting tokens. 
• Any mint mechanics have to be directly encoded into the smart 

contract mechanism. 
• There are many use cases for minting as it can incentivize a wider 

range of user behavior.
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Supply adjustment

Minting (increase supply)
• Here are some examples:

• Represent entering a pool and acquiring corresponding ownership share 
(common in equity tokens like cTokens for Compound)

• Decrease scarcity (increase supply) to drive the price downward 
(seigniorage Stablecoin models like Basis/ESD)

• Reward user behavior
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Supply adjustment

Minting as an incentive mechanism
• Inflationary rewards has become a common practice to encourage 

actions such as supplying liquidity or using a particular platform. 
• Many users engage in yield farming, taking actions to seek the 

highest possible rewards. Platforms can bootstrap their networks by 
issuing a token with an additional value proposition in their 
network. 

• Users can keep the token or sell it for a profit. Either way, utilization 
of the token benefits the platform by increasing activity.
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Supply adjustment

Bonding curves
• One advantage of being able to adjust supply up and down on a 

contractual basis is being able to define a bonding curve. 
• A bonding curve is the price relationship between the token supply 

and a corresponding asset used to purchase the token(s). 
• In most implementations investors sell back to the curve using the 

same price relationship. 
• The relationship is defined as a mathematical function or as an 

algorithm with several clauses.
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Incentives

Types of incentives
• Two categories of incentives: staked incentives and direct 

incentives
• Staked incentives apply to a balance of tokens custodied in a 

smart contract. 
• Direct incentives apply to users within the system who do not 

have a custodied balance.

Campbell R. Harvey 21



Incentives

Staking rewards
• A staking reward is a positive staked incentive by which a user 

receives a bonus in his token balance based on the stake she has in 
the system. 

• Several verticals of incentive customization are possible:
• Stake requirement options: 

• minimum threshold or applied to all staked balances on a pro rata basis
• Reward options:

• Fixed payout or pro rata payout
• Same token type as staked or a distinct token
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Incentives

Slashing
• Slashing is the removal of a portion of a user’s staked balance, 

thereby creating a negative staked incentive. 
• Slashing occurs as the result of an undesirable event. 
• A slashing condition is a mechanism that triggers a slashing.
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Incentives

Slashing
• Slashing customization

• Removed funds options:
• Complete or partial slashing

• Slashing condition options:
• Undercollateralization triggers liquidation
• Detectable malicious behavior by user
• Change in market conditions triggers necessary contraction
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Incentives

Slashing example
• With collateralized loans, one slashing mechanism is liquidation
• In a liquidation, potential liquidators receive a direct incentive to 

execute the liquidation through auctioning or directly selling the 
collateral; the balance of funds remaining after the liquidation stays 
with the original owner.
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Incentives

Direct rewards and keepers
• Direct rewards are positive incentives that include payments or fees 

associated with user actions. 
• Ethereum interactions begin with a transaction, and all transactions 

begin with an externally owned account. 
• An EOA, whether controlled by a human user or an off-chain bot, is 

(importantly) off chain. 
• Thus autonomous monitoring of market conditions is either 

expensive (costs gas) or technically infeasible. 
• As a result, no transaction happens automatically on Ethereum 

without being purposely set in motion.
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Incentives

Direct rewards example
• The classic example of a transaction that must be set in motion is 

when a collateralized debt position becomes undercollateralized.
• This use case does not automatically trigger a liquidation; the EOA 

must trigger the liquidation. 
• For this use case and others, EOAs generally receive a direct 

incentive to trigger the contract. 
• The contract then evaluates the conditions and liquidates or updates 

if everything is as expected.
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Incentives

Keeper
• A keeper is a class of EOA incentivized to perform an action in a DeFi

protocol or other dApp. 
• A keeper is rewarded by receiving a fee, either flat or percentage of 

the incented action. 
• Keeper rewards may also be structured as an auction to ensure 

competition and best price. 
• Keeper auctions are very competitive because the information 

available in the system is almost entirely public. 
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Incentives

Keeper downside
• A side effect of direct rewards for keepers is that gas prices can 

inflate due to the competition for these rewards. 
• That is, more keeper activity generates additional demand for 

transactions, which in turn increases the price of gas.
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Incentives

Fees
• Fees are typically a funding mechanism for the features of the 

system or platform. 
• They can be flat or percentage based, depending on the desired 

incentive. Fees can be imposed as a direct negative incentive or can 
be accrued on staked balances.

• Accrued fees must have an associated staked balance to ensure the 
user pays them. 
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I. DeFi Infrastructure

Modules
1. Mechanics
2. Supply and Ownership
3. Swaps and Loans

i. Swaps
ii. Collateralized Loan
iii. Flash loans

4.     Joining the World of DeFi
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