Excel 2007 and Macro Security

Summer 2008
Overview
With Excel 2007 Microsoft has modified its paradigm for protecting the Excel user from
outside files (files sent from others) that might contain potentially damaging! macro
code. The Excel 2007 paradigm is based on a “Trust Center”. Simply put, Excel’s Trust
Center is set to disable the macros in any file-with-macros that you open? unless the file
contains a valid, current digital signature issued by a known Certificate Authority and is
from a source recognized and established by you as a trusted source. The Trust Center’s
defaults create a highly secure Excel environment that makes it very difficult to open
and run any file-with-macros.

The defaults may be very suitable for a corporate setting. An individual user, however,
might want a more flexible default arrangement. Excel 2007 provides three options for
managing files-with-macros:

1) Change the Trust Center default settings.

2) Set security to “Disable all macros with notification” and if Excel alerts that
you're opening a file-with-macro, choose the “Enable” option that displays to
override the Trust Center defaults and enable the file’s macros.

3) Establish what's called a “trusted location” on your computer and store any
Excel files-with-macros from sources that you trust in that location. When
opening a file from a trusted location, Excel assumes the file’s macros are OK and
automatically enables them.

Each of these options is briefly described below. I suggest you choose option 2 or 3. If
the “Developer” tab is not already visible on the ribbon in your copy of Excel, see the
note at the end of the document.

1) Change the Trust Center default settings

To be able to open all macro-containing files without constraint (no matter what their
source, whether or not they include a signature, whether or not any signature if present
is current, etc.), change Excel’s Trust Center defaults. The Trust Center offers several
options ranging from extreme protection (Disable all macros without notification) to no
protection (Enable all macros).

1 An Excel macro has the potential to contain code that manipulates settings and files on your
computer and/or infects your computer with a virus.

2 The files in this discussion are assumed to be files created by someone other than yourself; that
is, files containing macro code sent to you from another individual, downloaded, distributed, etc.
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To change Excel’s Trust Center defaults, click the “Developer” tab and find the “Code”
group. Click the “Macro Security” button”. In the “Trust Center” dialog that displays,
click “Macro Settings” and choose the setting you want.
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For macros in documents not in a trusted location:

C} Disable all macros without notification

@ iDisable all macros with notification:

O Disable all macros except digitally signed macros

O Enable all macros (not recommended; potentially dangerous code can run)

In the illustration above, the new Trust Center setting has been changed to Disable all
macros with notification. That is, any file from an outside source that contains a macro will
have its macros disabled, but Excel will alert you that it's done so.

2) Override the Trust Center Defaults
When you open a file-with-macros that doesn’t meet the Trust Center defaults, if the
Trust Center is set to notify you how it’s handling the macros, a Security Warning

displays below the ribbon.

@ Securty Warning  Macros have been disabled,

Options...

Clicking the Options button
opens the “Microsoft Office
Security Options” dialog. The
text in the dialog varies
depending on which Trust
Center default(s) has been
violated. From this dialog
choose Enable this content and
then OK to enable the
macro(s) in the file.

> (~} Enable this content

Microsoft Office Security Options

@ Security Alert - Macro

Macro

Macros have been disabled, Macrog might contain viruses or other security hazards, Do
ot enable this conbent unless you trust the source of this File.

Hote: The content signature is valid, but you have not chosen to trust the
entity that published this content.

More information
File Path: CADocuments and Setting s\all Usersiwizard wiz
Signature
Signed by: Microsoft Corporation
Certificate expiration: 11/24/2003
Certificate msued by: Microsoft Code Signing FCA
Show Signature Details

@ Help protect me from unknown content [recommended)

) Trust all documents from this publisher

Open the Trust Center [ ] [ Cancel ]




With this method files-with-macros are handled on a case-by-case basis. For this method
to work, the Trust Center must be set to display a notification when Excel opens a file
that contains macros.

3) Establish a “Trusted Location” for Any outside Files that Contain Macros

When confident in the sender of or the source of an Excel file containing macros and the
file need not go through the Trust Center’s checking process, store the file on your
computer in a designated “Trusted Location”. Then on file open no special checking will
be initiated.

To create a trusted location, click Excel’s Office button and select the Excel Options
button at the bottom of the dialog that opens. In the “Excel Options” dialog choose Trust
Center and then the Trust Center Settings... button. A “Trust Center” dialog opens

Excel Options E]
Popular
Help keep your documents safe and your computer secure and healthy.
Formulas
Proofing Protecting your privacy
Save Microsoft cares about your privacy, For more information about how Microsoft Office Excel
helps to protect your privacy, please see the privacy statements.

Advanced . i .

Show the Microsoft Office Excel privacy statement
Customize Microsoft Office Online privacy statement

Customer Experience Improvement Program
Add-Ins

— | Trust Center Security & more

Resources Learn more about protecting your privacy and security from Microsoft Office Online,

Microsoft Windows Security Center
Microsoft Trustwaorthy Computing

Microsoft Office Excel Trust Center 1

The Trust Center contains security and privacy settings, These
settings help keep your computer secure, We recommend that you [ Trust Center Settings... ]
do not change these settings. —

[ OK ][ Cancel ]

In the “Trust Center” dialog, view the “Trusted Locations” section to see the default
trust center locations established in Office. These locations will vary depending on
whether your operating system is XP or Vista. Microsoft has designated certain system
folders (Templates, Startup) as default Trusted Locations. I recommend that you avoid
using these folders for storing files-with-macros since it’s very simple to create your own
Trusted Location folder(s).



In the “Trust Center” dialog click the Add new location... button to open the “Microsoft
Office Trusted Location” dialog.

Trust Center

i A
Trusted Publishers Trusted Locations
Trusted Locations : s = y .

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure
f that the new location is secure,
Add-ins
Path Description Date Modified .
Active¥ Settings s
Macro Settings C\Program Files\Microsoft Office\Templates', Excel 2007 default location: Application Temp...

Yo Application Data\Microsoft\Exce\XLSTART,  Excel 2007 default location: User StartUp
r;'1ESSEgE Bar = e S = = e o = = S

Path: ChProgram Files\Microsoft Office\Templates’,
External Content Description: Excel 2007 default location: Application Templates
Privacy Options Date Modified: 1
Sub Folders: Allowed =
L Add new location... J [ Remaove ] [ Modify... ]
[] Allow Trusted Locations an my network [not recommended) hd
[ QK ] [ Cancel ]

This dialog allows you to establish your own Trusted Location folder(s) and to
determine whether or not any subfolders beneath that folder will inherit the parent
folder’s trustworthiness. In the example below, a subfolder named Trusted XL Macro
Files located in the Data folder on the C: drive is established as a Trusted Location
folder. The “Subfolders...are also trusted” box is checked. (Note that you can create a
folder through this dialog; you need not have created the folder in advance of going
through this process.)

Microsoft Office Trusted Location

Warning: This location will be treated as a trusted source for opening files. If you
change or add a location, make sure that the new location is secure,

Path:
|C:‘|,Da13‘|,Trusted ¥L Macro Files |

Browse...

Subfolders of this location are also trusted
Description:

Locate Excel files with macros in this folder and subfolders in order to run without
changing Excel's security settings.|

Date and Time Created: 8/11/2008 11:23 AM

[ Ok, ][ Cancel ]

Click the OK button three times to close the three dialogs that are open and return to
Excel. Any file stored in this folder can be opened without going through the regular
Trust Center security check.




How to turn on Excel 2007’s Developer Tab

Unlike the other ribbon tabs, Excel’s Developer tab is not automatically displayed.
Microsoft evidently believes that most Excel users won’t be delving into macros and
VBA.

To turn on the tab so it appears as a regular part of the ribbon, click the Office button
and choose Excel Options at the bottom of the dialog that displays. The “Excel Options”
dialog opens.

=
Excel Options

- Popular ' P L
|— " ] |_Q Change the most popular options in Excel.
Farmulas
Proofing Top options for working with Excel
Save Show Mini Toalbar on selection i/
Enable Live Preview (i
Advanced
Show Developer tab in the Ribbon ' e —
Customize Always use ClearType
Add-Ins Color scheme: Silver %
Trust Center ScreenTip style: | Show feature descriptions in ScreenTips W |
REsOUrces Create lists for use in sorts and fill sequences: [ Edit Custom Lists... J

Choose Popular from the options at left. On the “Popular” display turn on the check
mark for “Show Developer tab in the Ribbon”. When you exit the dialog the Developer
tab displays in Excel’s ribbon. This setting remains “on” until you change it.

In the “Code” group choose the “Macro Security” option.
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